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15. YkazaHua no akcnayatauum

15.1 YcraHoBKa u3Aenus Ha aBTOMaTM3MPOBaHHble paboume MecTa AO/MKHa NPOBOAUTLCS C AMCTPUOYTMBA
M3enns, pacrnofIOXKEHHOr0 Ha KOMMAKT-AMCKE B COCTaBe BEpPUPULMPOBAHHOrO MWHCTaNNSLMOHHOIO
KOMMNMEKTa, WKW 3arpyXxeHHoro ¢ LleHTpa cepTUdULMpoBaHHbLIX 06HOBNEHM [lpou3BoanTens
(https://update.prp.su), unM WX KOMWI, W3rOTOBNEHHbIX B COOTBETCTBMM C M.15.5. PekBM3WTbI ans
gocTyna K LieHTpy ceptndunimMpoBaHHbIX 06HOBNEHWI YKa3aHbl B N.7.2 PopMynspa.

15.2 HacTpoiika, MCronb30BaHWE M KOHTPOJSb CPEACTB 3alUWThbl MHGOPMALIMKN U3AEeNUs J0/MKHbI NPOBOAUTLCS
OTBETCTBEHHBbIMM 3@ 3KCM/yaTauutio mgenvsi (agMUHUCTPaTOpaMn) B COOTBETCTBMM C YTBEPXKAEHHOM
nonMTUKON 6e30MacHOCTM OpraHM3aumy, OpraHM3aLMOHHO-METOAUYECKMMM [JOKYMEHTAMU MPUHATON
CUCTEMbI 3aLUMTbl MH(OPMaLMK, PYKOBOACTBOM aAMMHUCTPATOPA M HacTosLWMM hOpMYsSipoOM.

[ns 3aTpyAHEHUS U UCKIIOYEHUA WCMOMb30BaHWUSA CKaHepoB C Lenbio cbopa MHdopMaUmMM U noucka
YA3BMMOCTEN aAMUHUCTPATOPY PEKOMEHAYETCA HacTpouTb Cyxby «MexxceTeBol 3KpaH». 3anpelleHo
OTK/tOUATb CNYXBY «MeXCeTeBo 3KpaH».

OnnHHa napons pomkHa 6biTb He MeHee 8 cuMBOMOB (BYKBEHHO-LMGPOBON MNOCNEA0BATENbHOCTM
[JIMHHON = 8 CcMMBOSIOB C AobGaBneHMeM cneumasnbHbiX cumBonioB (#, $, * M T.4.)) C HasHauyeHWeM
YHVKanNbHOro naeHtudmkaTopa agMMHUCTpaTopa.

AZMVHUCTPaTOPY PEKOMEHAYETCS MPOU3BOAUTL CMEHY Maposis HE pexe OAHOro pasa B Mecsil,.

B npouecce akcnnyaTtauuyM M3Aenusi HEOOXOAMMO MCKIOUMTb AOCTYN MOJSb30BaTeNell onepaumMoHHOM
CUCTEMbI K TMPUJIOXKEHUAM, BbIMOSHAIOWMMCS C 60slee BbICOKMMM MpaBaMM [OCTyMa, YeM MpaBsa,
npeaocraBne€HHbIE MM COrNacHoO ,CI,VICKpGLWIOHHOVI MaTpuue Aoctyna. AD,MI/IHI/ICTpaTOp nocne OKOH4YaHusd
pa60TbI C NpunoxeHnamu, sanyweHHbiIMM MM C nNpaBaMu Cynepnosib30BaTeNA, AO/MKEH 3aBeEPLUNUTb UX
pabory.

AOMUHWCTpaTOpy HeobX0AMMO MPOM3BECTM HACTpPOMKy M3gennss B COOTBETCTBUM C PEKOMEHAALMSAMM
pasgena 5 «[lonofHUTENbHbIE HACTPOWKM 6e30nacHOCTU» AOKyMeHTa «PyKOBOACTBO aAMUHWUCTpaTopa
LIAYB.13001-01 91 01 JononHeHne N2 1» n UCKNIOYUTb UCMOMNb30BaHME MOTEHUNANBHO YS3BUMBIX CITYXO
SNMP, LDAP, memcached B COOTBETCTBMM C pPEKOMEHAALMSMU pa3dena 2 «HacTpoiika U orpaHuyeHve
NporpaMMHoON cpeapl» AonosiHeHns N2 1 K pykOBOACTBY agMUHMCTpaTopa.

[Ans yoaneHHoro BXoAa B CUCTEMY PEKOMEHAYETCS MUCMOJb30BaTb NPOTOKON SSH.

B cpene ¢hyHKUMOHMPOBAHUS M3AENNS AO/MKHbI ObiTb peasniM30BaHbl MEPOMNpPUSTUS, HarpaBfEHHbIE Ha
LOOCTUXKEHME Lieneit 6e30nacHOCTU Ans cpeabl, WAEHTUMUUMPOBaHHbLIX B 3aJaHMK No 6e30MacHOCTM Ha
nsgenve.

W3penue, kak cepTUhOULMPOBAHHOE CPEACTBO, MOXET MPUMEHSATHCS TONbKO B OLEHEHHOW KOHMUIypaLmu.

AAMUHUCTPATOPY PEKOMEHAYeTCs mepuoanyecks nposepsTb LleHTp cepTUhULMpOBaHHLIX OBHOBNEHUI
(https://update.prp.su) Ha Hanuuve cBefeHWM 06 yS3BUMOCTAX M OBbHOBNeHWM MO (3akpbiBatoLeM
YA3BUMOCTU) U3aenuns.

Ans cepTMUUMPOBaHHON BEPCUM U3AENUS AOMKHbI B6biTh YCTaHOBMIEHb! BCE aKTyasibHble 0bs3aTesibHble
cepTuduUmMpoBaHHble 06HOBNEHUS 6e30MacHOCTH.

15.3 CepTuduumpoBaHHble 06HOBNEHUS U3AENUS AO/MKHbI YCTaHaBAMBaTbCsa € LleHTpa cepTudmumpoBaHHbIX
OGHOBNEHWUIA, WNM C BepUDULMPOBAHHBLIX MHCTANISILMOHHBIX KOMMIEKTOB HabopoB OBHOBMEHMA Ha
MaTepuasnbHbIX HOCUTENSX, UK C UX KOMWI, M3rOTOB/IEHHBIX B COOTBETCTBUM C M.15.6.

15.4 TMepep ycTaHOBKOWN ANCTpUGYTMBa U3aenns U Habopos cepTUULMPOBaHHLIX OBHOBMEHWI, 3arpy>KeHHbIX
¢ LeHTpa cepTndunumMpoBaHHbIX 06HOBEHMI MponsBoanTens, HeO6X0ANMO MPOBECTU UX BepubUKaLmio
OHVM 13 CNeaylowmx cnocobos:

15.4.1 MpoBepuTb KOHTPOSbHbIE CyMMbl AUCTPMOYTMBA U HAGOpOB OBGHOBMEHWUI U3AENUSt C MOMOLLbIO
cepTUMUUMPOBAHHBIX CPeacTB KOHTPons 3ddeKTMBHOCTM (LEeNOCTHOCTUM) CPeacTs  3aluuThl
WHOpMaLMK, peanusyowmx anroputM «YpoBeHb-3» (HanpuMep, ¢ nomowbio nporpamm ®UKC
2.0.1, ®UKC 2.0.2, PUKC Unix 1.0). PaccuntanHas KC auctpubytnuBa gomkHa cosnagatb ¢ KC,
npuseaeHHou B Tabnuue 1 ®opmynspa (anroputm «YpoBeHb-3»).
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15.4.2 TpoBepuTb YCUNEHHYIO KBANUGULMPOBAHHYIO 3MIEKTPOHHYIO noanuck (3M), KOTopol noanucaHbl
ANCTPUBYTUB M3ENNS UK Habop cepTUdULIMPOBAHHBLIX 06HOBEHMI. Sl AO/MKHA NpUHaAIeXaTb
MpovsBoauTenio wusgenusi, B ANCTpUOYTMBE M Habopax cepTUhULMPOBAHHLIX OBHOBNEHMI
JO/MKHbI OTCYTCTBOBaTb M3MeHeHMs, Sl He Ao/mKHa 6blTb OTO3BAHHOM Ha MOMEHT MOAMMCaHWS.
MHcTpyKumm no nposepke 3l pacrnonaratotcs Ha caiTe MpovsBoanTtens B pasgene Moaaepxka /
[okymeHTaums / KoHTponb cooteeTcTBusa C3U.

Mpy M3roTOBNEHWM OTBETCTBEHHBIMM 3@ 3KCMyaTauuilo usgenus  (aAMUMHUCTPaTopaMu)  KOMuid
ONCTpUBbyTMBa M3aeMsi U HAbopoB  CEPTUMMLMPOBAHHBIX OBHOBNEHUA U3  BepUDULIMPOBAHHbLIX
WHCTaNNSUMOHHBIX KOMMJIEKTOB M 3arpy»eHHbIX C LleHTpa cepTudMUMpOBaHHbIX OBHOBNIEHUIA BEPCUN,
OHW JOJTKHbI 6bITb BEpUbMLMPOBaHbI cornacHo n.15.4.

M3roToBneHHblE KOMWMM  AUCTPUOEYTMBA, HABGOPOB CepTUCULMPOBAHHLIX OOHOBNEHWUA U3OENUS U
[JOKYMEHTALMN Ha HEero AOSMKHbI 6biTb YYTEHbl YCTAHOB/IEHHBIM B OpraHu3aumm-nosnb3oBaTene NnopsakoM,
a cBeAeHns 0 HUX (y4eTHble/MHBEHTapHble HOMepa) ykasaHbl B pasgenax 9, 10, 11, 14 v Tabnuue 1
HacTosiwero dopmynspa.

PykoBoACTBO MO 3arpyske AUCTpMOYTMBA M3AENNs, €ro CepTUhUUMPOBAHHBLIX OBHOBMIEHMI U
3KCNMyaTauMoHHOW AOKyMeHTaumn c LleHTpa cepTudUUMpoBaHHbIX OBHOBNEHWM U UX BepudbuKaunm
pacrnosoXxeHo Ha caite MpoussoanTens B pasaene Moaaepxka.

AKTyanbHble 3HAUeHWsI KOHTPOJSIbHbIX CYMM WCMOMHAEMbIX (aioB, noanexawmx nepuoanyeckomMy
KOHTPOJIIO MOC/E YCTAaHOBKM CEPTUCULIMPOBAHHBIX OBHOBMIEHMI, @ TakXKe KOHTPOSIbHblE CyMMbl HAabopoB
CcepTUDOULMPOBAHHBIX O6HOBNEHUIA U AUCTPUGYTUBOB U3MENNA C BKIIOYEHHBIMU HabopaMu OBHOBMEHWUN,
YKa3blBalOTCd B [OKYMEHTALMW COOTBETCTBYIOWIMX HAbOPOB CEPTUMULMPOBAHHLIX OOHOBIEHUIA W
opMynspe Ha m3genve. YkasaHHasi AOKYMEHTaUMsi AOCTYMHa Ha caiTe lMpou3BoauTensi B pasgene
Moppepxkka / OokymeHTaumus / KoHTponb cooTtBeTcTBus C3U, a Takke BXOAWUT B KOMMAEKT MOCTaBKM
BEPUMUUMPOBAHHBLIX  MHCTANNISILMOHHBLIX  KOMMJIEKTOB  HAabopoB OGHOBNEHWM Ha  MaTepuasbHbIX
HocUTensx.

Mpodunb 3awmTsl Crpanuua 20 u3 23



